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Abstract: The Safe City Project is a complex phenomenon based on the Internet of Things (IoT),
interconnected devices using Information and Communication Technology (ICT). The purpose of this
study is to explore the challenges faced in the development of Safe City Projects. For this purpose, an
exploratory case study was conducted in two main cities i.e. Lahore and Islamabad, Pakistan. Some
challenges faced by the management while deploying such projects have been discussed. The population
is the top management, Middle management, and lower management. Twenty interviews have been
taken from Islamabad and Lahore Safe City Projects. Data were analyzed by Creswell's (2009)
technique which outlined the six steps to analyzing case study data in order to develop different
patterns, themes and descriptions. The finding of this research reflects that Lahore Safe City Project
seems to be more successful whereas the results of the Islamabad Safe City Project reflect partial success.
Based on the research findings, this research also documents challenges and their remedial strategies
to overcome those issues for better implementation of a Safe City Project in future.
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most effective in delivering Safe City Projects.
Kristin, (2021) thought that if we used Safe City
technology, like surveillance cameras, wifi, and
Internet of Things devices, residents would be
safer and law enforcement agencies would be able
to get information about crimes quickly (Artigas,
2017).

This research is aimed at providing a deep
and comprehensive understanding of the
challenges faced by management when
developing Safe City projects in Pakistani cities.
This research will help top management for the
development of successful strategies to overcome
challenges that appear during projects. This will
help improve safety for citizens in these cities, and
help reduce crime.

Research Question

= Which sort of challenges has to face by the
top management while the planning and
implementation of the IoT-enabled Safe
City Project?

=  What remedial measures have been taken
to overcome these challenges?

Literature Review

The idea of a "Safe City" is a way of thinking about
urban development that helps us understand how
to make cities that are sustainable for everyone
(Watson et al., 2020). In the 19th century, there
were many empires, but in the 20th century, there
were many nations. But in the 21st century, we're
thinking about cities and how to make them more
sustainable (David, 2019). One way we can do
that is by using information and communication
technologies (ICT) to help us monitor and track
things in the city, and to process and inspect data
in a way that is expressive and helpful for the
public (Watson et al., 2020). This will help us
improve the quality of life in cities and make them
safer for everyone (Albino et al., 2015).

According to Castro and Harmon, 2016, the
goal of smart cities is to provide speedy and
effective services to the public using modern
technology. This can be done by redesigning
urban infrastructure using technology, which can
connect different services and systems together in
a way that is more efficient and user-friendly.

Most people will live in cities by the end of
the 21st century, but this will lead to problems.
The development of urban potential and the

dynamic production of goods and services will
slow down, but new technologies will help create
Safe Cities. This is often done to ease the problems
caused by rapid urbanization (Chourabi et al.,
2012). Which creates a lot of challenges in the
implementation of such projects.

Some countries that are more developed than
others have been interested in initiating smart city
research and development projects over the past
few years. However, many developing countries
don't have the proper systems in place to take care
of the smart city concept as they see it. However,
based on projects that have been completed and
are successful so far, these countries have chosen
to initiate these projects. The citizens want to
improve their quality of life and take an interest
in helping to make the success of projects happen,
using information communication technologies
(ICTs) (Lee et al, 2012)

Two Safe City Projects have been established
in Pakistan, one in Islamabad which is known as
the Safe City Project Islamabad and the other at
Lahore which is also known as Punjab Safe Cities
Authority (PSCA) which is responsible for making
the cities in Punjab safe and secure. They use
modern technology and surveillance to help
police and law enforcement agencies protect the
citizens.

IoT-enabled Safe City Application

The Safe City movement needs scalable IoT
deployment strategies to manage a lot of data.
This data will be used in different Safe City
applications. To support the innovation of Safe
Cities, we need to identify the key application
requirements and features that the IoT
deployments described as under.

Security and Privacy

The security and privacy of IoT devices are
important because if unauthorized people can
access sensitive information, they could control
the safety and security of Safe Cities
(Burhanuddin et al., 2017). To protect users, it is
important to have easy-to-use security
procedures. However, this is often difficult in the
context of IoT devices, which are often resource-
constrained. If security procedures are too
difficult, people might not trust IoT technology.
This would lead to its failure (Matuszak et al.,
2015).
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Mobility

IoT is a system of connected devices that can be
moved around. This means that the strategies
used to deploy IoT systems need to take this into
account (Sanchez et al., 2014). Additionally, the
mobility of end-users should be monitored and
authorized so that they can safely communicate
information. (Sanchez et al., 2014).

Reliability

easily (Patti and Acquaviva 2016, Talib et al.,
2017).

Awareness of Users

The IoT-enabled Safe City system used to help
make the city safe is very important. This means
that it must work smoothly and without any
problems. The system's purpose is to provide
services, so it needs to be dependable in order to
provide them reliably (Burke et al, 2006).

Scalability

According to Patti and Acquaviva (2016), in order
for a city to be considered "safe," it needs to have
good safety applications. These applications need
to be easy to use so that people can use them in
different parts of the city, and the city's IoT
(Internet of Things) software infrastructure needs
to be designed to make this happen. This means
that the city's IoT strategies should focus on the
needs of the people using the Safe City
applications.

Organization Capabilities

To make sure the Safe City system works properly,
we need to test it on a large scale. This involves
collecting lots of data from everyday objects and
devices that are connected to the Safe City System
(Miorandi et al., 2012).

Real-time Data

The IoT system should have features to keep track
of a lot of different devices in a Safe City. This will
let us know what users are doing and how they're
doing it so that we can provide accurate
information to them (Eugster et al., 2003). It also
means transmitting data live, which eliminates
the need for synchronous communication
between  producers and consumers of
information. This pattern can improve the speed
and reliability of information dissemination,
which is especially important in a Safe City (Patti
and Acquaviva, 2016).

Interoperability

The loT-enabled system is complex and requires
many different objects to work together. These
objects need to be able to recognize different
situations and communicate with each other to
create temporary advertising systems (Miorandi
et al., 2012). These systems help devices and
services find each other so that the system can
work better.

Safe City Challenges

The IoT system will have to be able to
communicate with a variety of different devices
with different abilities (Talib et al., 2017), in
order to take part in city applications that involve
different kinds of activities. So, it's important for
the system to be interoperable so that data can be
shared between different devices. Middleware
technologies are used to help make this happen
(Miorandi et al., 2012). Finally, it's important to
standardize the way devices communicate with
each other so that the system can work more

Kravchenko  (2019)  believes that fast
technological advances have helped cities realize
their goals and objectives, but there are still
challenges with using IoT technology. One
example is the difficult task of implementing
secure city projects without having to worry about
security issues. Another challenge is that IoT
devices are vulnerable to a variety of attacks,
which can slow down technological advances.
Security concerns remain a major issue when it
comes to using IoT technology in a secure city
(Park et al., (2018), so steps must be taken to
protect data, reduce the risk of hacking, and
promote digital security education among users.

Complexity of the System

Lacinak and Ristvej (2018) stated that the
technology used in Safe Cities is the intelligent
integration and combination of various existing
systems. This makes the cities more complex, as it
brings together different parts of the world with
different development and administrative
histories. This also complicates the task of making
policy, as different areas of the world have
different ideas about what is best for them.
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Additionally, open data and privacy concerns are
also more complicated in Safe Cities due to the
increased complexity of the value network.

Technological Infrastructure

different organizations. This way, the city can
avoid the spread of inefficient cooperation (Belli

et al., 2020).

Security Issues

Sadeghi et al. (2015) presented There are a few
challenges when it comes to using technology.
One big challenge is that there is a lack of
knowledge about how different pieces of software
work together. Another challenge is that systems
can be easily hacked, and personal information
can be stolen. Another challenge is that it can be
expensive to pay for security solutions and to train
IT professionals.

Governance

To make a city safe, it needs a different
government model — one that incorporates sub-
institutional policies and programs to improve
communication and cooperation between

Table 1
IoT-enabled Safe City Challenge.

IoT systems can contain networks that are difficult
to access or protect, so cities need to take
measures to protect their data and systems
(Kravchenko, (2019). Security issues also play a
role in the use of IoT systems in cities, since these
systems are often found in devices that don’t have
a power source and are not subject to the same
security measures as other devices. (Angelakis et
al., 2016):

= There are some differences among
different types of technology related to
software and hardware connecting IoT
devices.

= This can make it difficult for projects to
work smoothly and on a large scale. There
are ways to overcome these limitations
with the help of large-scale deployment.

Broad
Category

Issues/Challenge

Brief Description

System Security

Interoperability

Integration

Scalability

Energy
Management

Past Research reflects main challenge in protecting data or
devices is data security. Hackers' attacks on devices or
databases are not usual, but need to take care of the security
layer to protect the citizen data(Zhang et al, 2017)

Safe city technologies are based on the integration of
different devices and software. This integration is important
for the development of a Safe City(Rana et al. 2021)

Integrating data from different sources can be done using
different types of APIs and web services, using any type of
encryption key. However, managing the different technical
infrastructures involved can be challenging (Gao and Yuan

(2022).

Mature smart cities need to have a single level of the
interface in order to be enhanced throughout the city. This
will create different types of issues and challenges
(Kravchenko 2019)

The big challenge in building smart cities is using a lot of
power to keep all digital devices working. The systems rely
on lots of sensors and wireless equipment (Chen et al.,
2022)

262

Global Social Sciences Review (GSSR)



Exploring Challenges of IoT-enabled Safe City Projects

Broad Issues/Challenge Brief Description
Category

Network Security = The "smart city" network needs a good network
infrastructure in order to work well. This network can
handle large amounts of data quickly and without
problems(Pawar et al., 2019)

Reliability The smart city system needs to be reliable and available on
every network at any time. This is important for the law
enforcement department, because secrecy is very important
during any emergency operation (Talari et al, 2017)

Complexity Networking devices create a lot of data and transmitting it
over the network can create lots of complexity for technical
management to keep track of it all (Mohanty et al, 2016)

Heterogeneous Integrating different types of devices can be a challenge,
especially for technical managers on a software or hardware
level(Christos, 2016)

Data Privacy the privacy of personal data over the network used in any
smart city infrastructure and system is a big
challenge(Ismagilova et al., 2020)

Data Management There is a need for a big data management tool that can
handle huge amounts of data quickly(Aljahdali et al.,2022)
User Trust Trust is a big challenge in designing and implementing
secure channels at all standards while developing these
systems (Zhang et al, 2017)
Integrity The security of a device or data is a big challenge because
the user ensures that no unauthorized person can access the
device or data over the network (Alromaihi et al, 2018)

Confidentiality Confidentiality is very important to law enforcement
agencies because they want to be able to open the user's
levels of information without causing too much trouble
(Verma et al, 2019)

Technology Citizens need to be involved in order for a city to be

Adoption successful with smart technology. However, many people
can't adopt the latest technology because it is expensive or
they don't have the right devices (Khatoun and Zeadally,
2016)

Services Availability The success lies in the availability of a system which must be
capable that can be available for the public anytime and
anywhere. (Khajenasiri et al, 2017)

IT Infrastructure IT equipment has the capability to communicate the devices
and software with small and large networks. (Macke et al,
2018)
Process Standardization Different types of hardware and software can work best with

different types of smart city systems, which makes it difficult
to create a standardized system(Kogan & Lee, 2014)

Authentication To allow authorized users access to the system, a complex
and strong security system is needed (Al-Turjman et al,
2019)

Vol. VIII, No. I (Winter 2023) 263



Muhammad Kashif, Adnan and Abdul Zahid Khan

Table 2
IoT-enabled Safe City Challenge.

Challenge ccccccccecceccecicicicicicicicicicicaezecaezeczeczecz2cec2ec2 2

12 3 45 6 7 8 9 01 2 3 4546 7 8 9 0123 45 6 7 8 9
Integration v v v v v v v
I v v v v v v v v v v v v v v v
Infrastructure v
Network

v v v v v v v v

Security
Interoperability v/ v v v v v v v v v v v v
Technology v v v v v v v v v v
Adoption
Complexity v v v v v
Security v v v v v v v vV VY VY VYV v v v Y v v
Reliability v v v v v v v v
Scalability v v v v v v v v v v v v v v
Privacy v v v v vV v vV VY VYV Y v v v Vv v Yy
Confidentiality v v v v v v v v
Accessibility v v v v v v v v
Energy v v v v v v v v v v
Management
Heterogeneous v v v v v v v v v v v
Data

v v v v v v v v vV vy VvV v v v
Management
Integrity v v v v v v v v
Availability v v VY YV Y v v v v v v
Standardization v v v v v v v v v v
Authentication v v v v v v v v
Citizen safety v v v v v v v v v v v
Table 3
IoT-enabled Safe City Challenge.
Challenges Author Challenges Author
C1 Khajenasiri et al., (2017). Cc16 Pierce and Andersson, (2017).
Cc2 Verma et al., (2019). C17 Zhang et al., (2017)
C3 Alromaihi et al., (2018). C18 Chen and Chen, (2018).
c4 Mehmood et al., (2017). C19 Talari, et al., (2017).
C5 Hasija et al., (2020). C20 Heo, et al., (2014).
c6 Khan et al., (2012) Cc21 Santana, et al., (2018).
Cc7 Kogan and Lee (2014). Cc22 Verma, et al., (2019).
Cc8 Shafik at al., (2020). Cc23 Al-Turjman, et al.,(2019).
c9 Pradhan. (2018). Cc24 Kravchenko (2019).
C10 Bawany, and Shamsi, (2015). C25 Ahmed et al., (2016).
C11 Elmaghraby, and Losavio, (2014). C26 Naphade et al., (2011).
Cl2 Sarkheyli, and Sarkheyli, (2019). C27 Mohanty et al.,(2016).
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Challenges Author Challenges Author

C13 Harmon, et al., (2015) C28 Khatoun, and Zeadally, (2016).
C14 Cassandras (2016). C29 Abdi, and Shahbazitabar, (2020)
C15 Ali, et al., (2017) C30 Lim, et al., (2018).

Research Design and Methodology

This exploratory study uses two case studies, as
research to answer the research questions. Case
studies are a good way to get detailed information
about something, and this study will use them to
answer specific questions. They're not always the
best way to study something, though, because
they can be challenging for an organization.
(Moll, 2012).

Unit of Analysis

Individuals can be people, institutes, specific
groups, organizations and specific cities. (Kabir et
al.,, 2018). The unit of analysis is the Safe City
Project. Two Safe City Projects were selected for
this research:

Proj A (Lahore Safe City) and Proj B
(Islamabad Safe City)

Project-A (Safe City Lahore): Ten Interviews
were conducted by the top management, who
were involved in the planning and implementing
of such Projects.

Project-B  (Safe City Islamabad): Eight
Interviews were conducted by the top
management of the Safe City Project team who
participated during the implementation process.

Data Collection: This study is using a semi-
structured interview guide, which was developed
by the researcher himself. This type of interview
is best suited when the goal is to learn specific
information for a specific purpose (Dworkin
(2012). Data were analyzed by adopting
Creswell's (2009) technique in order to develop
different patterns, themes and descriptions.

Case 1: Organization A (Safe City Lahore)

Lahore is a city in Pakistan that is the provincial
capital and 2nd most populous. It has a lot of
business and civic facilities, as well as being the
5th largest city in South Asia. It's estimated that

by 2030, the city administration has put together
a new master plan to make Lahore even better.
They're using new technology, infrastructure, and
processes to improve security and quality of life.
They're also using technology to monitor traffic
and manage it better.

The Safe City Project is a project aimed at
enhancing the security of citizens and property by
using modern technology and surveillance
capabilities. This has both security and economic
benefits, attracting investment and improving the
city's overall condition.

Case 2: Organization B (Safe City
Islamabad)

Islamabad, the capital of Pakistan and Safe City
Islamabad is a project meant for surveillance to
track the movement of vehicles/people to control
terrorist/criminal activities in the city. The project
is being proposed by top management at an
organization like the police or security agency.
The Safe City Project is a set of cameras and
sensors that help to improve security and
governance in Pakistan. The project was started in
June 2016 and has already installed 1,950
cameras and 191 ANPR (automatic number plate
readers) systems. This is done in an effort to avoid
problems like improper handling of equipment
that have led to other problems in the past. This
project helps to improve the growth of the
economy in Pakistan.

IoT-Based Challenges and their Remedial
Strategies

The following challenges were found during the
interviews with the management team
responsible for implementing the Safe City System
in Lahore. These challenges include the proper
functioning of the technical infrastructure, data
management, and network communication. Each
challenge and its potential solutions are explained
in more detail below.

Vol. VIII, No. I (Winter 2023)
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Figure 1
IoT-Based Challenges.
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Some of the challenges the Lahore team has faced
while implementing software and hardware
devices have been identified. These include the
difficulty of installing and using technical
infrastructure, the need for standardized
equipment, and the fact that devices must be
available all the time.

Lack of Weak Infrastructure: The project will
involve installing technology and networking
infrastructure in different places, in order to
connect the city's surveillance sites with the data
centre where the safety data is stored. This will be
a challenging task, and the first phase of the
project will need to focus on creating the basic
infrastructure. After that, the ICT (information
and communication technology) infrastructure
can be enhanced to improve the level of
performance. This will help make the city safer.

Remedial Strategy: The high-quality IT
infrastructure is important for any city's success.
This infrastructure helps to create a safe and
reliable system for citizens to use.

The Complexity of Infrastructure: The Safe City
project is a complex undertaking with a lot of
challenges to overcome. It involves connecting a
lot of different devices together so that they can

communicate with each other, and this can create
a lot of data. The project also has to keep track of
all the logs from all of the devices involved in the
project so that problems can be fixed and errors
avoided.

Remedial Strategy: To send data, many different
devices and equipment need to be connected to
each other on a network. A fibre network can be
useful for supporting these kinds of
communications, as it allows devices and
equipment to be connected using the latest
technologies. This system is compatible with
networks, so data transmission will not be
affected.

Non-Standardization of Hardware: This
technical project is implemented if all the
different pieces of software and hardware work
together in a standardized way. However, this can
be difficult to do when the different pieces of
hardware and software don't always play well
together.

Remedial Strategy: One challenge in managing a
technology team at a middle level is that all of the
team's hardware and software may have different
capabilities when it comes to using the interface.

Availability of System: The success of any Safe
City project is based on the availability of tools
and resources that are available to the public at
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any time and anywhere in the world. If a desired
system is not available, cities may experience
delays in implementing it.

Data Management: Data management is a big
challenge because different types of data must be
handled safely and correctly. There is a need for a
big data management tool that can handle a huge
amount of data quickly.

The Integrity of Data/ device: The security of
any device or data is a big challenge because the
user has to make sure that no one can access it
over the network without their permission.

Remedial Strategy: The system has to make sure
that the right information gets sent on the right
path, as planned during the implementation
phase.

Security/ Privacy of Personal Data:

The privacy of personal data is important
because it protects the personal information of
people in government organizations. The security
of data is a big challenge, and it is difficult to
manage attacks on wireless devices and
applications.

Remedial Strategy: one has to make sure that the
Safe City Project is done securely, and all the
standards should be adopted during its
implementation. The data can be stored in a
secure database protected using
encryption/decryption keys.

Confidentiality of Data: The privacy of any data
is vital for law enforcement agencies. Their focus
is on trying to access specific parts of the data
using specific checks, in order to protect the data
from hackers. However, this is a challenge
because every system keeps its own logs and
requires some basic authentication to access other
areas. The accessibility issue also makes it difficult
to keep the privacy of data safe, since technical
architects restrict unauthorized access.

Scalability of Data: The Safe City project
involves installing infrastructure at the city level
to improve the efficiency of the systems it uses.
This can be a challenge because different systems
at different levels of the interface can't always
handle the added traffic. To make things work
better, the project will need to improve the
network and the systems that use it, as well as the
data management capabilities of the Safe City
System.

Network Communication

There are many challenges when working on city
projects, one of which is making sure the networks
between devices are safe and reliable.

Standardized Network: The projects involved
the installation of different devices and
applications on different technologies. Whenever
these different devices and applications are
working together, a lot of data is created which
can cause problems with controlling the network
infrastructure and managing data.

Network Security: Network security is an
important part of building a Safe City. In order to
ensure the city is safe, we need to be sure that all
of the systems are connected to the internet and
that they are protected from hackers. This is a very
difficult task, but it is important in order to keep
the city safe.

Reliability of Network: Large city-wide safe
technologies has to deal with different issues
when they are first introduced. One of the biggest
challenges is that they will be used in the public
sector, where reliability is very important. The
safety of the city depends on the technology is
reliable, so it has to be able to work on any
network at any time. It's also very important for
the technology to be accessible in case of
emergencies.

Integration of Network Devices: The Safe City
project is challenging because different devices
and software applications need to be connected.
This is because different devices collect different
kinds of data from different places. The team is
having a lot of problems integrating all of this data
because it comes from different places and uses
different kinds of technology.

Communication of Devices: The challenge in
developing the Safe City Project was
communicating with different hardware and
software. Because so many devices communicate
over the internet or an intranet, the main Safe City
System needed to verify that the request being
sent was coming from the original source.

Discussion and Findings

The results of this research show that secure and
Safe City Projects can be successful using new
technological trends, but it depends on the
management's considerations such as efficiency,
performance, and challenges (Razmjoo et al.,
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2021). The research indicates that the Lahore Safe
City as a successful project and Islamabad as a
partially successful project. The two examples
show how things have improved in terms of
performance and efficiency. The first issue lies in
the availability of technology and the main
guidelines for the use of such projects (Gupta and
Hall, 2017). Secondly, consideration of important
factors, such as the policy framework for using
technology to collect and traffic congestion.

= An effective traffic management system
helps reduce traffic congestion by
providing real-time traffic information.
Communication between the stakeholders
is also important so that the system can run
smoothly. Change management strategies
are also important in order to adopt a
bottom-up approach. Teams that are not
familiar with how to operationalize Safe
City Projects can benefit from the system's
help were trained enough, and now they
are dedicated and encourages their
employees as well as citizens to participate
in and provide feedback on any issue.

=  There are some police stations that don't
have a good working environment because
they don't have the resources or the
expertise to do things like keep people safe
and solve the crime. To fix this, a team of
people with different specialities work

together to make sure safe city projects are
successful.

Conclusion

This research looked at how two different public
sector organizations changed their cities for the
better. One case study looked at how a city's
planning and implementing goals were changed,
and the other looked at how top management
supported the change. Both studies found that
there were challenges along the way however, the
ultimate change was successful.

This research paper describes different
challenges faced during the implementation of the
Safe City Project and discusses how the
management has addressed them accordingly.
The most frequent challenge identified was
security and privacy concerns with regard to data.
Another issue was the need for an infrastructure
for a Safe City and the challenge of transitioning
to new technology (Appio et al., 2019). The city's
safe city project lacks the technical resources it
needs to keep up with the changing environment.
The study concludes that the most common
challenges are related to data and management
and that every researcher writes about these
issues in different ways. The proactive strategy
was devised for issues and challenges raised
during the implementation of safe city projects.
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