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‘ Abstract: Cyber stalking is the intimidation or threat to cause distress by blackmailing through internet.

Cyberstalking is considered to be a threat to the right to privacy while abusing freedom of intormation. To discuss
the subject issue author has used empirical study methodology. The first part provides an explanation of

cyberstalking in detail while discussing its factors, classification and impacts. In the second part, while discussing

the impacts of cyberstalking, then further discussion provides glimpses of sociological and psychological

perspectives and causes of cyberstalking. Finally, the discussion concluded with recommendations intended to

provide a way forward for future research.
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Introduction

The 21" century is inundated with information
technology, and the usage of modern technologies
has also increased with each passing day. Information
technology has widened its usage throughout the
world, and it has become the axis of todays
development globally, technological enhancement
and business growth. With the uninterrupted use of
the internet, crimes have also increased. Nowadays,
the majority of the violations or offences are related
to cybercrimes. Cyberstalking is generally occurred
against females, as 9o% of cybercrime victims are
females. Cyberstalking is considered mainstream
cybercrime because it is the only online provocation
that is accustomed to threatening victims for sexual
purposes or abusing them in the name of using
freedom of information by  cyberstalkers.
Cyberstalking is the abuse of freedom of information
as the stalkers use their right to information to
infringe others' right to privacy.

The right to freedom of information is not only
a fundamental right but is also a facilitator of other

rights, including economic, social and cultural rights,
such as the right to education, the right to participate
in cultural life and to relish the benefits of scientific
growth and its applications, public and governmental
rights, such as the rights to freedom of association
and assembly (La Rue. 2011). Right to web access is
turning into a fundamental right (Pasaila, 2011);
however, when mostly cyber stalkers are from the
male community, female internet users are re-
treating their cyberspaces. The females freedom of
information is  getting violated because of
cyberstalkers.

As excessive information about people is
available publicly without any restriction, and to
access this information is something like the right of
data/information, individuals get the information,
and while accessing information, they start to invade
others' right to privacy. The publicly available
information does not mean to be used by some other
people to blackmail, harass, to defame their
reputation by making fake profiles on social media in
the greed for money or for their own inclination.
Cyberstalkers start stalking on social media while
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having proper access to data. The limit of freedom of
information could not lead to an attack on the right
to privacy.

The main objective of the examination is to
distinguish the components of cyberstalking that
could be tended to expand the freedom of
information through social media and its abuse on
social media by committing cybercrimes.
Contemporarily, cyberstalking is needed to be put
into a bottle as it is becoming overpowering, as far as
the law is the only solution to protect cyberspace
from cyber-stalkers. The parts of this research are
extracted from the author's Master's Dissertation In

Law.

This article exhibits a basic understanding of
cyberstalking while giving an introduction to
cyberstalking. With the help of its nature, it will also
illustrate the classification of cyberstalking, explains
the factors of cyberstalking and tries to explain the
motives of perpetrators with the help of reasons
behind it while critically analysing the psychological
and sociological impact of cyberstalking by realising
the internet as a double-edged sword that encourages
us to comprehend the complex nature of Cyber
Stalking.

Definition of Cyber Stalking

The Act of threatening, harassing or annoying
someone through multiple email messages, as
through the Internet, esp. with the intent of placing
the recipient in fear that an illegal act or an injury will
be inflicted on the recipient or a member of the
recipients family or household (Garner, 2014). At its
most basic legal definition, cyber-stalking is a
repeated course of conduct that is focused on an
individual intended to cause trouble and dread of
physical harm (Citron, 2014). Cyberstalking can
consolidate perils of hostility (constantly obscene),
spreading lies pronounced as realities, posting
distressing information on the web (regardless of
whether compromising photos or social security
numbers), and creative attacks (insincerely shutting
down an individual's social media account) (Sweeney,
2014). It has been augmented to the degree of mass
media interest and subsequently became a public
concern (Chahal et al.. 2019). In cyberstalking, a

stalker may contact an individual either by email,
web-based media, updating apps or by social media.
To annoy an individual, a stalker may post messages,
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pictures or information online about an individual

(Sharma. 2020).

Elements/Factors of Cyber Stalking

We have
cyberstalking; however, there are some factors which

already discussed the meaning of

constitute the offence of cyberstalking; these factors

are relatively minute though they cause the distress
that is the main element of cyberstalking.

Feels Harassed

Cyberstalking is a deviant form of online harassment,
particularly while using social media. Cyberstalking is
a form of stalking; it seems ordinary at the start when
a person used to stalk other people, mostly the non-
stranger or even stranger. Cases of cyberstalking can
often begin as seemingly harmless interactions.
However, a factor of repeatedly and continuously
being stalked starts annoying and feeling harassed.
Continuance and repeating acts of online stalking

constitute cyberstalking (Chahal et al.. 2019).

Continuance and Repetitive Conduct

In any case, when you begin getting unwanted and
bothering messages consistently and feel annoyed, at
that point, the line has likely been traversed.
Cyberstalkers sending
unpleasant messages deliberately, conceivably, even

may scare victims by
at various times each day. It is particularly startling
when such messages come from different sources or
through the indistinguishable individual. It is
preferred and a commendable plan to report this to
both the social media service provider and the law

regulating organisations (Kobets, 2018).

Easy Targets

Stalking over the internet or cyberstalking target
people, gatherings, or even associations and can take
different forms, including criticism, maligning and
threats. It might aim to control or threaten the person
in question or to accumulate information to use it in
different corrupt behaviours, similar to fraud or
offline stalking. While responsibility should not be set
on cyberstalking victims alone, however, currently
social media platforms lend it for accumulating easy
targets. As for now, unfortunately, various social
media customers barely care about openly posting
individual information, sharing their decisions and
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needs, disseminating family photos and more (Chahal
et al., 2019).

Classification of Cyber Stalking

Cyberstalking does not have to incorporate direct
correspondence. Hence, a couple of victims may not
comprehend that they are being stalked on the
internet. Offenders can screen victims through

various  strategies and use their cumulative
information with mala-fide intentions such as
misinformation, misappropriation and

misrepresentation. Occasionally, the line between
the information available on the internet and on real
can get darkened, and attackers can accumulate
relevant information, contact your friends and
attempt to infuriate you (Balaban, 2018).

Cyber stalkers can be classified into three kinds:

Regular Obsession Cyber Stalker

Stalker will not acknowledge that their (stalker and
victim) relationship is done.

Hallucinating Cyber Stalker

Stalkers
flimsiness like Schizophrenia. They expect that

may be encountering some mental
someone loves them in spite of the fact that they have

never met.

Vindictive Cyber Stalker

Cyberstalkers are furious about their objective due to
some minor encounter, either certifiable or imagined.
These stalkers may be stalking to dole out the
retribution and render revenge and accept that
they are a victim. For some reason, most exes can
change into this sort of stalker (Rehman & Shabir
2020).

Impacts of Cyberstalking

There are three distinguished degrees of stalking
effects, such as first, second and third-degree impacts
(Spitzberg & Cupach. 2007).

a. First-degree impacts are the consequences on the
person who is subject to stalking:

*  Emotional well-being (dread, nervousness,
disgrace, misfortune, self-destructive/suicidal
ideation, despair, depression, weakened

mental prosperity)

=  Social well-being (diminished trust, expanded
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estrangement, segregation and limited social
activities),

=  Financial well-being (extra safety efforts,
truancy from work),

=  Psychological  well-being  (maladaptive
opinions, attributions of self-harm, character
variation),

=  Physical well-being (physical and sexual
savagery) or flexibility (Dressing, Kuehner. &

2005; McEwan, Mullen. & Purcell

Gass
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It is a victim who is exposed to prolonged times of
stalking experiencing the most striking paces of
mental dreariness while not having any idea of the
carlier relationship with the culprit and the recency
of exploitation (Purcell. Pathe, & Mullen, 2005).

b. Second-degree effects will be on the individuals
social and institutional associations.

c. Third-degree impacts are prompt consequences
for the association of people with themselves. For
example, the victims themselves have already
engaged with a potential cyber stalker (Spitzberg

& Cupach, 2007).

The far and wide range of the Internet furnishes
people with uncommon admittance to information
about others. The Internet, as a gadget for stalking,
can be used by stalkers to obtain data about current
or potential stalking victims. This may fuse both
information put on the social platform by the person
(for instance, an individuals social media page) and
information put online without the knowledge or
consent of the individual and over which the victim
has no control (Worsley. |. D.. Wheatcroft. Short, &

Corcoran, 2017).

Public information is open through web records

regarding consolidated workplaces, addresses,

telephone numbers and affiliations or social
occasions an individual may have exasperation. This
openly accessible information is reachable through
looking to the internet that might be enhanced by
using paid and online information search specialist
organisations (l'avani, 2003).

The internet gives a wide scope of chances for
people to communicate with others that they may, in
some way or another, never meet. This grows the
accessible pool of victims, which may bring about
expanded stalking of strangers as more than four out

of ten survey respondents in a solitary report do not
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know the character of their cyber stalker (Lavani.
2005).

Sociological and Psychological Perspective

Cyberstalking is an offence, and if you commit it, you
will be held responsible. However, if cyberstalking is
a crime, then there should be an element of a normal
crime, which means Mens Rea and Actus Reus. The
men's rea behind the subject offence should be pure
intention to cause stress, and threat, making them
uncomfortable even in their homes or in their
comfort zones, which constitutes cyberstalking. As
social apps encapsulate information sharing amid the
handlers, they also uncover the personal information
of users over the other information posted (Kobets

& Kristina, 2018).

Cyberstalking has its own sociological factors
for the victim and psychological factors for the
offender because the study is not only supposed to
interpret cyberstalking as an offence but also
comprehend several reasons for studying the offence
of cyberstalking. Hence, we will discuss some
factors behind

sociological and psychological

cyberstalking (DreRing et al., 2014).

Sociological Impact of Cyber Stalking

Cyberstalking is defined as behaviour in which single,
gathered people or affiliations utilise data and
interchange the ability to bother another individual, a
set of individuals or groups. This activity prompts
obsessive enduring to the people in question.
Cyberstalking is additionally characterised as the
abuse of media transmission innovations like mobile
phones, messages, and the internet to menace,
undermine, bother, and scare a victim (Bocij. &
McFarlane, 2002).

The stalkers on social media are mostly those
who are not having any sort of specific busy life of
their own; that is why they are fond of stalking others
and invading others' lives and their freedom of
information, and violating the right of information.
The socially neglected people want to be impressive
and effective in someone's life, so for the sake of
attention, cyber stalkers seek the attention of the
victims by stalking, online harassing them, and even
threatening and blackmailing them by using their
available information against them (Kobets. 2018).

The victims and stalkers psyche is something to
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be considered in future. A stalker's mind is much
more intricate, and there have been numerous
distributions by researchers and stalking victims
concerning stalkers' mindset, conduct and thought
processes. On the stalkers side, there is basically in
every case a type of mental issue at play, and keeping
in mind that approved alerts, punishments and
sentences are objective from a legitimate perspective,
the support of well-being experts ought to be sought
after right off, in order to decide the guilty partys
perspective and  subsequently the prospect for
additional, more hazardous activities (Nikolova.
2020).

There are two hypothetical structures inside
which stalking exercises can be perceived. In the first
place, seen inside a loving structure, stalkers may
show an edge or pre-involved connection style.
Second, the social objective pursues hypothesis
recommends that people who have a partner
relationship with the victim with the gathering of
their high-level request targets (for example,
enjoyment and self-esteem) may contemplate and
encounter negative agony when the relationship is
thwarted, a conceivably rousing progressing chase of
the relationship (Spitzberg. & Cupach. 2007).

Psychological Impact of Cyber Stalking

In addition to focusing on the reason behind
cyberstalking, at some point, it could be considered
and changed into as obsessional harassment
(Rosenfeld. 2000). Mental well-being experts excuse
themselves to define thoughtfulness regarding the
examination of the intention and psychology behind
cyberstalking. From the clinical perspective, some
sort of syndromes were disclosed behind their
disturbing behaviour.

Disorders accrued Cyberstalking

Most recent examination has discovered various
unmistakable conditions that may compare with
cyberstalking for model grouped stalkers as whether
Erotomanic or borderline Erotomanic. The latter
applies to persons who are obsessed with other
beings; however, their feelings are not reciprocated
(Harmon. Rosner, & Owens. 1993). By discussing

widely divergent mental disorders, we can help
categorise offenders under a solitary mark (for
example, Schizophrenia, melancholy, and other
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behavioural conditions) (Reid, 1995). The most
common disorder diagnosis among cyber stalkers or
obsessional harassment offenders includes delusional
disorder, schizophrenia, mania and personality
disorder such as emotionally unstable personality
disorder (EUPD), avoid anti personality disorder etc.

(Reid, 1995).

Delusional Problems (DSM-IV)

Delusional problems are characterised by DSM-IV
(Nietzel, & Wakefield, 1996). as

delusions it involves the situation occurs in genuine,

non-bizarre

for example, being stalked, harmed, infected or
having a sickness, albeit these issues do not happen
with regard to a more in escapable mental disorders
(for example, Schizophrenia, mood disorder).
Delusional disorders include several categories of
syndromes, such as erotomania. This problem
happens all the more often times among person who
become obsessed with famous people or other
notable individuals of note and occasionally involved
high profile cases in which culprits/disordered
person/stalker believe that they are impractically

engaged with the victim (Nietzel, & Wakefield, 1996).

Personality Disorder

A personality disorder may include Paranoid,
Narcissistic and marginal behavioural conditions that
showed up more likely among vengeance-inspired
cyberstalkers. People with the marginal behavioural
condition may turn out to be unnecessarily irate over
an apparent bad behaviour and are inclined to unwise
and unfitting practices during unpleasant periods
while elevating the danger of perilous conduct over
the span of stalking (Meloy. 1998). Narcissistic
personality disorder includes the offenders with
narcissistic linking fantasy in which they feel
associated with a glorified item (Rosenfeld. 2000).

Anti-social Personality Disorder

Another personality disorder is an anti-social
personality disorder in which the person typically
engages in provocation/stalking to satisfy their desire
to continue a relationship or to consider his right to
profess wrong. Hence, this disorder is mostly found
in offenders suffering from psychotic disorders (Reid,
1995). However, it is indispensable to understand

that not every person who is engaged with
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cyberstalking requires mental health. There is
sufficient proof supporting the perspective that
cyberstalking is just an instrument for accomplishing

some objective (Short et al., 2015).

Conclusion

The law upon limit on freedom of information must
be well-defined, well established,
ambiguous. The law must define what the parameters

and non-

of freedom of information are and would provide the
most effective method to manage freedom of
information to an ascertained and modified level
(Balakrishnan, 201q). The freedom of information on

social media must be clarified in which situation and
manner it could get governed (Alam. 2015).
Cyberstalkers use cyberspace or social media
platform for stalking because of the fewer chances to
be get traced and to get penalised. The cyberstalker
uses modern technology; however, in this
contemporary and modernised era, it is not even
difficult for investigating agencies to trace the IP
addresses of the offender. The execution of the rule
of law may compel offenders to stop stalking and
stop using cyberspace for online abuse of victims, for
the fear would generate to get traced within a
(Pittaro
2007). Moreover, a gender-based study can be
conducted further on the scope of cyberstalking,

reasonable time or held accountable

Work can be done over a comparison of more than
two countries, including the legislation in Pakistan
over cyber stalking and procuring restrictions on the
use of social media. Furthermore, an empirical study
of the psycho-socio perspective of cyberstalking can
be conducted in future. With the passage of time, the
need for strict legislation arises to limit freedom of
information and to stop the invasion of the right to
privacy of other people. There are two perspectives
on freedom of information and right to privacy; the
first one is that one person uses his freedom of
information and invades others' right to privacy while
abusing freedom of information. However, secondly,
if the person used his freedom of information so the
state could regulate its authority to limit freedom of
information and meddle in harassers' right to security
and blocking up the content, taking up action against
the cyber stalkers/ accused who misuses the available
information to harass victims, to make their fake
profiles, to blackmail females in exchange of sexual
conduct etc. We cannot justify cyberstalking in any
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form; however, exceptions are present in every law
and enforcement. The nature of cyberstalking and its
sociological and psychological impacts gave us
insights into the effects of cyberstalking on the
perpetrator and victim. The law is the essence of
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every state, and international law provides us with
the directory for making complex laws to protect the
rights of the citizens to the best possible extent (Bibi,

20271).
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