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Abstract

Data privacy concerns among consumers have become one of the factors influencing
brand loyalty as Pakistan's SMEs explore digital marketing progressively. Using
established CFIP and IUIPC models, this study analyzes the connection between privacy
concerns and customer loyalty. 200 online consumers were given an established survey,
and SPSS was used to analyze the results. Results reveal a moderate negative correlation
(r=-0.482, p <.01), with privacy concerns explaining 23.2% of the variance in consumer
loyaley. The study shows a general lack of consumer understanding about data rights
and establishes the findings within Pakistan's changing statutory framework, especially
the upcoming Draft Personal Data Protection Bill (Chambers and Partners, 2025). In
order to increase trust and sustained loyalty, SMEs should put in place voluntary consent
procedures, open data policies, and transparent privacy dashboards. In emerging
markets, this stcudy offers empirical information to inform privacy-concerned strategies

for digital marketing.

Keywords: Data Privacy, Consumer Loyalty, Digital Marketing, CFIP, IUIPC, Pakistan SMEs, Privacy
Calculus, Transparency, Trust

Introduction

Digital platforms are being quickly adopted by
Pakistan's small and medium-sized business (SME)
sector in order to improve client acquisition,
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engagement, and retention. Although there are
chances for development as a result of this digital
transformation, consumer concerns about privacy and
security of personal information have also increased.
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The degree with risk connected to digital marketing
strategies in the area is illustrated by a significant data
breach in 2024 that exposed more than 1.2 million
customer data (Dawn, 2024). Additionally, national
studies show that consumers are not properly
informed about digital rights and data protection
legislation, which leads to further vulnerabilities (S.U.
Khan Associates, 2024).

Consumer purchasing behavior is changing as
well on a global scale. Similar to more traditional
elements like price and product quality, trust in how
businesses gather, keep, and utilize data is increasingly
a key component for brand loyalty (XM Institute,
2025). The evolution creates pressure on SMEs to
show ethical data handling methods in developing
nations like Pakistan, where legal enforcement
continues to progress.

This research investigates the ways in which
consumers' loyalty to digitally engaged SMEs is
influenced by their concerns about data privacy.
Concern for Information Privacy (CFIP) and
"Internet Users' Information Privacy Concerns
(IUIPC)", two well-known theoretical frameworks,
are used to determine key ideas such as perceived
control, transparency, and fear of data misuse. The
privacy calculus theory, which holds that customers
consider the positive aspects of sharing personal
against perceived privacy threats,
provides additional support for the findings. The drive
of this schoolwork is to provide empirical insights

information

from Pakistan's digital SME scene in order to provide
realistic, trust-based tactics for building enduring
customer loyalty.

Literature Review:
CFIP and IUIPC Models

(CFIP) “The Concern for Information Privacy
model”, introduced by Smith et al,1996, highlights
four key dimensions of consumer privacy concerns.
First is data collection, secondary data usages,
unauthorized access to customers' personal data, and
data errors. This framework provides a detailed view
of how consumers perceive risks associated with
organizational data handling processes. Expanding
this, Malhotra et al (2004 settled the Internet Users'

Information PC (IUIPC) model to record
characteristics unique to the internet, such as

perceived risk, data awareness, and control.

These models continue to serve as the foundation
for current studies on trust and digital privacy. Grof3
(2023), for example, extended them to online
consumer engagement and data disclosure actions,
particularly in digital marketing contexts, showing
their ongoing significance.

Recent Empirical Evidence

Consumer loyalty and privacy concerns are linked, in
accordance with increasing research. According to
Ashiq and Hussain (2023), among Pakistani digital
customers, e-loyalty is significantly predicted by
perceived data security and privacy. Gupta and
Sharma (2023) highlighted that trust, which is
developed via ethical and transparent digital activities,
increases brand loyalty, especially in the context of
SME branding initiatives.

Kim and Lee (2024) noted that even personalised
advertising could fail in developing countries if
customers have doubts about the way their data is
being handled. Collectively, these findings support
the argument that strong privacy policies are essential
to client retention techniques in digital contexts and
are no longer optional.

Legal Landscape in Pakistan

Pakistan lacks a unified data protection law, resulting
in uncertainty for SMEs operating online. The
existing Prevention of “Electronic Crimes Act (PECA,
2016)” and “the Payment Systems and Electronic
Fund Transfers Act (2007)” offer only limited
guidelines for personal data usage. A Draft Personal
Data Protection Bill (2023), currently under review,
proposes comprehensive provisions on data consent,
accountability, and user rights (Chambers and
Partners, M)

However, regulatory enforcement remains
inconsistent. The S.U.Khan Associates (2024) legal
guide indicates that SMEs often lack clarity about
their data compliance obligations, which may
exacerbate consumer mistrust and increase exposure
to legal and reputational risks.

Global Sociological Review (GSR)
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Theoretical Justification

A useful framework for analysing consumer privacy
concerns is the privacy calculus theory. It suggests that
people perform costs and benefits calculations,
balancing the possible benefits of convenience,
personalisation, or marketing against the hazards of
disclosing personal information. Perceptions of
transparency and control may greatly lower perceived
risks and increase willingness to interact with
companies in Pakistan, where there is a lack of strong
legal enforcement and a low level of digital

knowledge.

This is supported by Dick and Basu's (1994) trust-
based relationship theory, which contends that
dealing with client loyalty is largely dependent on
trust. Such trust is built in large part by ethical
standards, particularly in the handling of data. When
combined, these two theories provide a strong
conceptual framework for investigating how privacy
issues affect customer loyalty in Pakistan's digital SME
market.

Conceptual Framework and Hypotheses

This study investigates the impact of data privacy
concerns on consumer loyalty in Pakistan’s SME
digital marketing sector. The framework is grounded
in privacy calculus theory, which suggests that
consumers evaluate the risks and benefits of data
sharing, and in trust-based relationship theory, which
posits that ethical behavior fosters loyalty.

Figure 1

Theory and Philosophical Assumptions

Relevant Theory This study is grounded in the Trust-
Based Relationship Theory, which emphasizes the
significance of trust as a foundation for longer-term
customer relationships. Data privacy practices, when
perceived as ethical and transparent, foster this trust
and enhance consumer loyalty.

Philosophical Assumptions The research adopts a
positivist paradigm, assuming that observable and
measurable relationships exist between variables. A
quantitative approach is suitable to test the hypothesis
empirically using structured data collection and
statistical analysis.

The independent variable is consumer data
privacy concerns, operationalized through three
constructs:

= CFIP Scale: Concerns about data collection,
tributary use, unsanctioned access, and errors by
Smith et al., 1996.

= JUIPC Scale: Internet—speciﬁc privacy concerns
focused on perceived awareness and control
(Malhotra et al., 2004).

= Perceived Control and Transparency: Degree to
which consumers believe they have control over
their data and understand how it's used.

The dependent variable, consumer loyalty, is
measured through:

= Repurchase Intention
= Net Promoter Score (NPS)
= Loyalty Behavior Metrics

The framework is visually represented below:

Conceptual Framework showing the relationship between Data Privacy Concerns and Consumer Loyalty

Repurchase
Intention Scale
Net Promoter
Score (NPS)
Loyalty Behavior

Metrics

DV- Consumer Loyalty
IDVs- Data Privacy Concerns

CFIP Scale

J IUIPC Scale
L Perceived Control

& Transparency
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Hypotheses

H1: Higher data privacy concerns (measured through
CFIP, IUIPC, and perceived control/ transparency)
are negatively associated with consumer loyalty.

Research Methodology:
Research Design and Instrument

This education adopts a quantitative, survey-based
research design to examine the relationship between
consumer data privacy concerns and loyalty toward
SMEs operating in Pakistan’s digital landscape. A
structured questionnaire was developed, comprising
thirty-five items measured on a five-point Likert scale
“ (1 = Strongly Disagree to 5 = Strongly Agree)”.
The survey instrument draws upon established
theoretical models, including:

= (CFIP), ‘The Concern for Information Privacy
model by Smith et al. (1996)".

= (IUIPC) ‘The Internet Users’ Information
Privacy Concerns model by Malhotra et al.
(2004)’ and

* Additional measures for perceived control and
transparency in data usage.

All items were slightly adapted for contextual
relevance to the Pakistani SME digital environment
while maintaining construct validity.

Sampling Strategy

A non-probability suitability specimen method was
employed to collect data from 200 respondents.
Participants were Pakistani consumers aged 18 to 45,
selected based on their regular engagement with
digital services offered by SMEs. The sample included
individuals who had interacted with SMEs through
online platforms for purchases, inquiries, or brand
engagement.

Measures
Dependent Variable: Consumer Loyalty

Consumer loyalty was captured using three widely
accepted indicators:

* Repurchase Intention Scale: Participants
reported their likelihood of making future
purchases from the same SME.

=  Net Promoter Score (NPS): Respondents rated
their willingness to recommend the SME’s
services to others.

* Loyalty Behavior Metrics: Self-reported
behavioral data regarding frequency of repeat
purchases or continued brand usage were
collected.

Independent Variable: Data Privacy Concerns

Data privacy concerns were operationalized using a
multi-dimensional construct:

= CFIP Scale: Addressed concerns around data
collection, secondary use, unauthorized access,
and error.

= [UIPC Scale: Captured online-specific privacy
concerns, particularly perceived awareness and
control.

= Perceived Control and  Transparency:
Additional items measured how clearly SMEs
communicated their data practices and the
degree of control consumers felt over their data.

All measurement items were adapted from validated
academic scales and pilot-tested before final
deployment.

Data Analysis

The dataset was analyzed using IBM SPSS Version 28.
Analytical techniques included:

= Descriptive statistics to summarize demographic
and item-level responses.

= Trustworthiness analysis via “Cronbach’s alpha”
to evaluate internal reliability of the constructs
(all major variables exceeded a > 0.71).

= Pearson correlation and linear regression
analysis to test the hypothesized relationship
between privacy concerns and loyalty.

Results and Analysis:
Reliability and Descriptive Statistics

Cronbach's alpha values were computed to ensure the
measurement scales' internal consistency. The data
privacy concerns scale achieved a reliability coefficient
of a = 0.884, while the consumer loyalty scale
recorded a = 0.896. Both values exceed the commonly
accepted threshold of 0.714, confirming strong
internal reliability.

Global Sociological Review (GSR)
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Descriptive statistics further revealed that the mean concern regarding how their data is collected, used,
score for privacy concerns was 3.82. indicating that  and protected by SMEs.
respondents generally held moderate to high levels of Scale= all variables

Table 1

Valid 200 100.0
Cases Excluded 0 .0
Total 200 100.0
a. Using every variable in the process, a listwise deletion is made.
Reliability Statistics
Cronbach's Alpha N of Items
714 29

Cronbach's Alpha value of 0.714 shows suitable internal uniformity of 29 items. This income reliably measures

the same underlying construct.

Figure 1
— N 1
25 Mean = 3.51 ermal
Std. Dev. = 573
N =200
20
3 15
f=
@
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Figure 2
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Table 2

Descriptive

- Y T

DataPrivay

214 479

_Concerns
Consumer_
Loyality
Valid N
(listwise)

200 2.80 2.00 4.80

200

3.5079

3.3133

57276 -.118 -.831

48674 237 .056 172 500 @ .342

The descriptive statistics show responses from 200
participants for both variables. Data Privacy Concerns
has a mean of 3.51 with a wider range (2.64) and
higher standard deviation (0.57), indicating more
variability in responses. Consumer Loyalty has a
slightly lower mean (3.31) and less variability (SD =
0.49). Skewness values near zero suggest that both
deliveries are around symmetric.

Correlation Analysis

Table 3

Correlations

The relationship between customer loyalty and data
privacy concerns was examined using Pearson
correlation analysis. At the p <.01 level, the results
indicated a moderately negative correlation (r = -
0.482), which was statistically significant.

This suggests that as consumers’ concerns about
data privacy increase, their loyalty toward SMEs tends
to decline. The direction and strength of this
correlation support the initial hypothesis and are
consistent with prior empirical findings in both local
and international contexts.

e D aivacy_Concems | Consumer_Loyalit

Pearson
Correlation
Sig. (2-tailed)
N

Pearson

DataPrivacy_Concerns

Correlation
Sig. (2-tailed)
N

Consumer_Loyality

**. Correlation is significant at the 0.01 level (2-tailed).

1 -0.482™*
.000
200 200
-0.482** 1
.000
200 200

Consumer loyalty and data privacy concerns have a
moderately negative relationship, as indicated by the
Pearson correlation value of -0.482. This indicates that
customer loyalty tends to decline when concerns
about data privacy increase. The relationship is

significant at the 0.01 level, as indicated by the p-value
(.000). A sample size of 200 respondents provides the
basis for this relationship. Concerns about data privacy
can therefore have a significant negative effect on
customer loyalty.

Global Sociological Review (GSR)
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Regression Analysis

Table 4
Model Summary

Change Statistics

'.

A482a 232 228 42764

a. Predzctors. (Constant), DataPrivacy_Concerns
b. Dependent Variable: Consumer_Loyalty

Sig. F Durbin-

232

59.80 198

A standard linear regression analysis was conducted to
evaluate the predicted influence of data privacy
concerns on customer loyalty. According to the
research, privacy concerns explained 23.2% of the
0.232). The
modest relationship between Data Privacy Concerns
and Consumer Loyalty is indicated by the R value of
0.482. Data Privacy Concerns explains 23.2% of the

variation in customer loyalty (R2 =

variance in Consumer Loyalty, according to the R
Square (0.232). The generalisability of the model is
confirmed by the Adjusted R Square (0.228). The
model is highly significant as indicated by F-test (p
=.000). The Durbin-Watson value of 1.855 indicates
that the residuals do not exhibit significant
autocorrelation.

Table 5
ANOVA?
__
Regression 10.93 10.937 59.80 OOOb
1 Residual 36.21 198 183
Total 47.14 199

a. Dependent Variable: Consumer_Loyalty
b. Predictors: (Constant), DataPrivacy_Concerns

The regression model is highly significant, as the
ANOVA table indicates. (F = 59.806, p = .000),
meaning Data Privacy Concerns significantly predicts
Consumer Loyalty. The regression sum of squares
(10.937) indicates the explained variation by the
model, while the residual sum (36.210) shows the

Table 6

Residuals Seatistics

unexplained variation. With 1 degree of freedom for
regression and 198 for residual, the model captures
meaningful variance. The total variance (47.147) is
split between explained and unexplained parts,

supporting the model’s effective and efficient

performance.

————

Predicted Value 2.79 3.87
Residual -1.33 1.30
Std. Predicted Value -2.23 2.38
Std. Residual -3.12 3.05

a. Consumer Loyalty is Dependent Variable

3.31
.00 .426 200
.00 1.000 200
.00 9970 200

Vol. X, No. III (Summer 2025)
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Statistically significant model (F(1,198) = 59.806, p <
.001), confirming that privacy concerns are a
meaningful predictor of loyalty. The standardized
beta coefticient, § = -0.37, shows that a 1 unit increase
in privacy concerns brings 0.37 unit average decrease
in loyalty, holding other factors constant.

With a mean of 3.31 and predicted values ranging
from 2.79 to 3.87, the residual statistics show a strong
model fit and are in accordance with the actual mean
of consumer loyalty. With a mean of 0.00 and a range
of -1.34 to 1.31 for the residuals, the difference
between actual and predicted values indicates that
there is no systematic error or bias in the predictions.
There is moderate variability around the regression
line indicated by the residual's standard deviation of
0.42657. The majority of forecasts fall within 2
standard deviations, which is acceptable according to
average expected values that range from -2.231 to
2.383. Similarly, standardized residuals range from -
3.128 to 3.059, mostly within 3, suggesting no
significant outliers. The mean of both standardized
predicted values and residuals is 0, confirming normal
distribution. Overall, the residual statistics support the
assumption of normality and show that the regression
model is stable and reliable.

These findings the
expectation that heightened data privacy concerns
erode consumer trust and loyalty in the digital SME
context.

reinforce theoretical

Discussion

This study set out to explore how data privacy
concerns influence consumer loyalty among digital
users of Small and Medium Size Enterprises in
Pakistan. Drawing on validated privacy models—
CFIP and IUIPC—and guided by privacy calculus and
trust-based relationship theories, the research offers
empirical confirmation that growing concerns around
digital privacy negatively impact consumer loyalty.
The moderate negative correlation (r = -0.482, p
< .01) indicates that as consumer anxiety over data
misuse, unauthorized access, and lack of transparency
rises, their willingness to remain loyal to a brand
diminishes. The regression results (R2 = 0.232,
F(1,198) = 59.806, p < .001) show that privacy

concerns explain 23.2% of the variation in consumer
loyalty. This finding aligns with Ashiq and Hussain
(2023), that digital
environments enhance e-loyalty, and with Kim and
Lee (2024), who found that personalized digital
engagement strategies can backfire if privacy is

who  emphasized secure

perceived as compromised.

The theoretical considerations strengthen the
practical importance of privacy calculus theory in
Pakistan's digital environment. Transparency and
control are essential tools for developing trust in an
environment where consumer knowledge is still low
and data regulations are still developing. This
demonstrates the moderating influence of these
factors: customers' perceived risks drop when they feel
educated and empowered, promoting loyalty in spite
of more general privacy concerns.

The findings also provide support to the CFIP and
IUIPC models' suitability for developing digital
markets such as Pakistan. These models eftectively
reflect the characteristics of participants' raised
concerns about data collection, unauthorized access,
and the lack of informed permission. These
observations support the appropriate adaptation of
global frameworks for application in targeted
situations.

Conclusion and Implications

This study adds to the increasing debate on digital
ethics by highlighting how loyalty in Pakistan's SME
sector is significantly affected by customer data
privacy concerns. Businesses need to be proactive in
building trust in a market where digital interaction is
growing quickly and regulatory enforcement is still
unclear. "This research contributes to the theoretical
understanding of how consumer privacy perceptions
translate into loyalty behaviors, especially in emerging
digital economies. By situating the study in the
context of Pakistani SMEs, it offers practical insights
into customer retention strategies through privacy-

respectful digital marketing."

Consistency in Terminology

Throughout the research, it is important to
distinguish clearly between trust and loyalty. While

Global Sociological Review (GSR)
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both are related constructs, this study focuses on
loyalty as the primary outcome. The term trust should
only be referenced when citing existing literature or
justifying loyalty’s theoretical basis.

Key Takeaways for SMEs Include

* Implement opt-in consent mechanisms that
clarify what data is collected and why.

* Implement privacy dashboards that provide
users real-time control over their data settings.

* To minimise moral and legal concerns, make
sure that changing legislation is followed,
especially  the Data
Protection Bill.

soon-to-be Personal

= Communicate transparently and ethically about
data practices, which can convert privacy-
conscious users into loyal advocates.

The results advocate for a strategic shift in SME digital
marketing: from short-term conversions to long-term
trust-building. By embedding privacy into customer
experience design, SMEs can foster brand loyalty in a
climate of growing digital skepticism.

Future Research Direction and Limitations

While the study provides meaningful insights, some
limitations warrant attention:

* Sampling Method: The use of convenience

sampling restricts the generalizability of

findings beyond digitally literate consumers
aged 18—45.

= Cross-sectional Design: Long-term behavioural
changes cannot be observed because the data
were collected at a single point of time.

= Self-Reported Loyalty: Metrics like repurchase
intention and NPS, though reliable, are
subjective and may not capture actual behavior.

Future Research Directions Include

= Testing moderator effects: This study proposed
transparency and control as moderators but did
not test them statistically. Future studies could
apply hierarchical regression or structural
equation modeling (SEM) to examine these
effects more rigorously.

= Comparative Studies: Exploring similar models
in other emerging economies (e.g., Bangladesh,
India) could highlight region-specific privacy
perceptions.

*  Qualitative Exploration: In-depth interviews or
focus groups could uncover the cultural and
emotional dimensions of data privacy concerns
not captured by surveys.

Future research can provide a deeper understanding
or may open new horizons about how digital trust
performs in unregulated but significantly growing
digital economies like Pakistan by overcoming these
limitations.
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