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Abstract 

The aim of this study is to find out the ethical challenges to social 
media data privacy because social media plays an information and 
dissemination role in our society while on the other side, it is also 
facing data privacy problems. The study analyzed 38 articles 
related to Facebook and Twitter to explore the viewpoint of the 
scholars regarding ethical challenges to data privacy linked to 
social media. The study revealed that social media users are facing 
data privacy problems and ethical challenges. Both have their own 
status and requirements regulations, rights, and laws to protect 
each other from any mishap in society. It is recommended that 
social media users read and learn all the rules & regulations and 
conditions whenever logging into a particular Social Network Site, 
the SNS providers need to clearly define their rules & regulations, 
and conditions to use to overcome ethical challenges. 
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Abstract 

The aim of this study is to find out the 
ethical challenges to social media data 
privacy because social media plays an 
information and dissemination role 
in our society while on the other side, 
it has also faced data privacy 
problems. The study analyzed 38 
articles related to Facebook and 
Twitter to explore the viewpoint of 
the scholars regarding ethical 
challenges to data privacy linked to 
social media. The study revealed that 
social media users are facing data 
privacy problems and ethical 
challenges. Both have their own 
status and requirements regulations, 
rights, and laws to protect each other 
from any mishap in society. It is 
recommended that social media users 
read and learn all the rules & 
regulations and conditions whenever 
logging into a particular Social 
Network Site, the SNS providers need 
to clearly define their rules & 
regulations, and conditions to use to 
overcome ethical challenges. 
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Introduction 

This study aims to assess the social media data 
privacy ethical challenges from the perspective of 
different research scholars to find out the problems 

and challenges to the uses and providers of Social 
Network Sites. Marín et al. (2022) examined the 
relationship between education, data privacy, and 
social media. Pre-service teachers from four 
different nations participated in the worldwide 



Critical Analysis of the Ethical Challenges related to Data Privacy and Social Media Analytics: A Literature Review 

 

Vol. IX, No. III (Summer 2024)            55 | P a g e  

comparative study, which found a mixed bag of 
worries about data privacy and optimism about 
social media's educational possibilities. The study 
made clear how important it is for instructors and 
students to adopt more data privacy-related 
behaviors and understanding, taking into account 
the cultural and legal contexts of various nations. 

Dhiman (2021) said that one of the key ethical 
problems of large-scale data collecting via social 
media is the issue of permission. Users of social 
media networks should understand how their data 
is gathered and utilized. Lack of awareness might 
result in consumers unintentionally consenting to 
data management practices. Companies and 
organizations collecting substantial amounts of 
data must acquire informed consent from users and 
explain how their data will be used. 

Mitchell and El-Gayar (2020) conducted a 
comprehensive literature study from 2006 to 2021, 
examining 33 studies that investigated privacy 
problems in online social networks. Their findings 
highlighted consumers' concerns about identity 
theft, data leakage by third-party applications, and 
the degree of control they have over their 
information. To address these issues, strategies 
such as encryption and authentication were 
offered; nonetheless, users frequently underutilize 
existing privacy policies and settings. 

Castells (2009) stated that misinformation and 
false records have enormous consequences, 
inclusive of detrimental democratic methods and 
placing public health at risk. Another concern is 
cyberbullying, which can cause intellectual fitness 
difficulties or even suicide. Moreover, social media 
may be addicting and have a harmful effect on 
mental health, particularly for those who use it 
often. Dhiman, (2022) explored that people ought 
to use social media well and recognize its dangers 
and moral implications. With the aid of making use 
of social media intelligently and ethically, we are 
able to all make contributions to creating more 
secure and greater high-quality online 
surroundings. 

In the digital world of today, the widespread 
usage of social media platforms has resulted in 
massive amounts of data. This data contains 
personal information such as user demographics, 
interests, and habits (Banu, 2019). The use of this 
data for social media analytics raises various ethical 

concerns, notably those related to data privacy. 
Privacy is a fundamental principle that individuals 
should have control over their personal 
information. One of the most significant ethical 
issues in data privacy and social media analytics is 
the acquisition and use of personal information 
without the individual's informed consent or 
understanding. This raises worries about the 
possibility of data breaches, identity theft, and 
illegal access to personal information (Iaccarino, 
2015). 

According to Infosys BPM (2024), social media 
and e-commerce usage have increased dramatically 
over the last decade, as has observation and 
intrusion into people's lives. The majority of people 
have encountered privacy attacks on the internet. 
According to a 2017 Statista poll of persons aged 18 
to 29, 20% passed up potential employment 
prospects, 48% purchased without intending to, 
and 56% had links, comments, or posts read by 
unintended people. People join online 
communities to communicate with people who 
share similar interests. Such forums and social 
media are used to share information, opinions, and, 
unknowingly, attitudes and habits. 

In step with Cariblogger.com (20108) social 
networking offerings like Facebook, Instagram, 
Twitter, and LinkedIn have millions of followers 
and customers. They actively post and disseminate 
fabric on social media in fractions of a second. The 
advantages of those new technologies, together 
with more desirable openness and public 
engagement, need not be left out. Capability 
negatives encompass the veracity of statistics, the 
authenticity of the uploaded cloth, and source, and 
the lengthy-term presence of defective information. 
Because of a lack of awareness about the dangers of 
social networking, energetic clients are visible and 
reachable through their profile pages, which 
encompass non-public statistics inclusive of 
vicinity and contact amount. These customers are 
much more likely to be publicly targeted. 
Moreover, the boom of mobile devices, along with 
web-primarily based cellular telephones, permits 
the on-the-spot capture of statistics. In spite of its 
sensible and beneficial ability for social and 
developmental increase in human communication, 
social networking raises several ethical concerns 
that should be addressed. 
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Objectives  

 To find out the viewpoints of the scholars 
regarding data privacy related to social media 
sites and ethical challenges 

 To explore the perspective of scholars 
regarding the ethical standards, rules & 
regulations, and conditions of the users and 
providers  

 

Research Question 

1. What kinds of ethical standards, rules & 
regulations, and conditions are faced by users 
and providers of Social Network Sites?  

 

Method and Materials  

The researchers analyzed articles, collected from 
different research journals and Google Scholar 
through the search terms i.e. social media analytics, 
data privacy, ethical standards, ethical challenges, 
rules, & regulations, and conditions. The researcher 
collected 70 articles while reviewing 38 articles in 
this study because the others were not more related 
to the aim of the study. Each of the articles was 
carefully analyzed and then draws a conclusion, 
which was mentioned in the literature review. 
Discussion and conclusion were done on the basis 
of that analysis. 
 

Studies on Facebook and Twitter  

Although social media analytics has completely 
changed networking and communication, it also 
brings up moral questions. Due to social media 
platforms' access to user data, privacy issues and 
inquiries concerning the storage, collection, and 
use of this data have surfaced. (Dhiman, 2023b), 
Monell, 2023, Liu, 2023). There are worries 
regarding the storage, collection, and use of 
personal data because social media platforms have 
access to a large amount of it. Users should 
understand the dangers of disclosing private 
information on social media. On social media, fake 
news may travel swiftly and have harmful effects. 
Social media posts and false information have the 
power to sway people's opinions and decisions. It 
will need a responsible and ethical attitude from 
people and society as a whole to solve these ethical 
issues in the media (Dhiman, 2023). The 
advancement of technology and the popularity of 
social media have exposed private users to risks 
such as user profiling, sensitive marketing, and 

fraud. A balance must be struck between the 
development of information technology and the 
protection of personal privacy. The article argues 
that people, platforms, and governments must 
work together to protect privacy (Jin, 2023). 

This study investigates the perceptions of pre-
university teachers in Germany, New Zealand, 
Spain, and the United States regarding the 
educational and professional use of social media 
and its speed privacy, and application. The results 
show that while there is a general belief in the 
educational potential of social media, there are still 
concerns about data privacy and a lack of 
knowledge about data privacy. Differences exist 
between participants from different universities, 
indicating that cultural values, legal norms, and 
user behavior play a role in pressures to access 
social media profile privacy. These findings 
demonstrate the need for further research and 
implications for practice and policy regarding the 
handling of personal information in the use of 
social media in education. Research also shows that 
New Zealand pre-service teachers are more willing 
to take on the responsibility of teaching technology 
content to students than their counterparts in the 
United States and Germany (. 

Privateness risks on social media platforms 
maintain growth because of the increase of new 
platforms and customers. Default privateness 
regularly leaves customers at risk of online 
tracking, intelligence accumulating, and identity 
theft. Privacy on social media structures is superb, 
but using them correctly may be hard. Studying 
systems like virtual-pass and open-source gear like 
SocialScore can help users conquer privacy 
weaknesses by gambling video games and 
producing reports on nice practices in 
cybersecurity. This examination centered on the 
three maximum popular social media structures 
inside the USA (FB, Instagram, Twitter), however, 
Destiny Research must have a look at popular 
social media websites out of doors in the US, as well 
as sites that are much less famous among 
customers. Digital bypass and SocialScore have 
been validated to be realistic and possible answers 
to social privateness troubles (Virpi, Kristiina, 
Tuunainen., Olli, Pitkänen., Marjaana, Hovi. 2009). 

Most people do not read the license, do not 
understand the service, and do not agree when they 
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see it. Many elites will support other models, such 
as private payments or the sale of personal data. 
Different generations differ in how they value their 
information. The findings show that there are 
concerns about privacy and the potential for 
information to be disclosed to unsuspecting 
recipients, but misunderstandings persist about the 
use of text information from service providers. The 
paper presents findings comparing people's 
support, or lack thereof, to various activities related 
to data use and privacy rights. Research results 
show that different generations have different 
attitudes and behaviors toward personal data and 
the use of personal data by service providers. This 
article also highlights the importance of 
understanding and analyzing the content of 
services offered through social media, such as 
Twitter and Google (Brito et al., 2013). 

Chinese people's online information in public 
areas has inadequate privacy protections, such as 
friend updates and age information. Women are 
more sensitive to personal information, but there is 
no protection technology and there is no change in 
special measures to protect identity. Men, on the 
other hand, are often careless and lazy when it 
comes to self-defense. Both men and women lack 
the understanding of privacy protection, such as 
encryption technology, electronic technology, 
security authentication, and digital encryption 
technology (Zhao & Dong, 2017). 

The popularity of social networking sites has 
led to many social and ethical problems, especially 
the privacy problems of SNS members. A survey 
was conducted of 100 university students in 
Malaysia to examine their knowledge of self-
protection and social networking use. The results of 
the survey show that most students are aware of 
self-regulation on SNS. But less than half change or 
update these settings. The results of this survey are 
crucial to understanding how users protect 
themselves and may inform the improvement of 
future privacy protection (Keng, Yew, Lau., Ming, 
Ma., Wai, Hong, Mak., Nasriah, Zakaria.) 2011. 

Misinformation is created and disseminated on 
social media, bringing attention to problems with 
techniques of detection, response, and prevention. 
It displays the quick expansion of social media 
platforms and their potency in thwarting false 
information, such as fake news and phishing 

websites. To comprehend its effects and guide 
future research in this field, the essay highlights the 
necessity of looking into disinformation on social 
media (Wu et al., 2016). 

Fake news spreading on social media presents 
another difficulty as it will have far-reaching effects 
and influence people's opinions and judgments 
(Mahoney et al., 2023). Information society ethics: 
user identification disclosure, privacy, conditions 
of use for sharing and producing information, and 
so on. In the context of migration, social research 
has given rise to new ethical concerns about 
analysis, permission, and anonymity, particularly 
for people for whom the support system is 
inadequate. These are ethical difficulties that 
researchers need to consider. 

Strict action must be taken against users who 
use fake information and make people seem bad, 
emphasizing the significance of government 
privacy and security measures (Bala, 2022). 

An organization's reputation and revenue can 
suffer greatly from poor data security, particularly 
in e-commerce where customers may be harmed by 
security flaws. It draws attention to the 
shortcomings of pseudonymization software and 
the requirement for further security measures in 
order to safeguard private data. In order to prevent 
counterfeit shipments, further security measures 
are required to safeguard information 
confidentiality (Rossi et al., 2022). 

Throughout all classes of information, fake 
news is more massive, quicker, deeper, and 
broader than actual news. Political fake news has 
an extra impact on communication than fake news 
approximately terrorism, herbal failures, 
technology, urban legends, or monetary statistics. 
Faux information is seen as more common than 
actual information, making humans more likely to 
participate. Actual stories inspire wish, sadness, 
pleasure, and trust in reactions, even as faux 
memories inspire fear, hatred, and curiosity. Unlike 
traditional intelligence, bots and humans report 
true and false news just as quickly, suggesting that 
humans are more likely to report fake news 
(Vosoughi et al., 2018).  An extensive analysis of 
social media fake news detection is presented in 
this study, along with examples of false news based 
on social theories and psychology, assessment 
metrics, and available data mining methods. The 



Khayam Hassan, Ayesha Siddiqua, and Waqas Bin Ayaz 

 

58 | P a g e                                                  G l o b a l  M a s s  C o m m u n i c a t i o n  R e v i e w  ( G M C R )  

text delves into the difficulties and distinctive 
features of identifying false information on social 
media platforms. These include the deliberate 
fabrication of false material to deceive readers and 
the requirement for additional data, which includes 
social media interactions with customers, so one 
can reach conclusions. With an intensive evaluation 
of the problem and discussions of applicable look 
areas, unresolved issues, and future research paths, 
the poll seeks to aid greater research into the 
detection of fake news on social media (Shu et al., 
2017). 

Whilst social media was regarded as the 
"maximum essential" source of election 
information by 14% of Americans, it has become 
now not the number one supply. On Facebook, fake 
records supporting Trump were shared 30 million 
times, however fake facts assisting Clinton were 
shared eight million times.  

In the months leading up to the election, the 
everyday grownup American viewed one or more 
fake news objects; of folks who remembered 
viewing them, slightly greater than half stated they 
believed them. Tales that guide a candidate they 
like are more likely to be believed by the public, 
specifically if those humans have social media 
networks with exclusive ideologies (Allcott & 
Gentzkow, 2017). This look identified 3 privacy 
troubles on social networking websites (SNS) 
including MySpace, FB, and LinkedIn. SNSs offer 
privacy that cannot be effortlessly changed to 
defend customers' records, and customers haven't 
any manage over the facts others share 
approximately them. This newsletter introduces 
privateness as a framework for solving privacy 
problems in SNS (Ai, Ho., Abdou, Maiga., Esma, 
Aämeur. 2009). The examine surveyed 210 
Facebook customers and found that most 
individuals disclosed a number of private facts on 
the platform, despite the fact that they were no 
longer sure that their facts may be seen with the aid 
of unknown events. Individuals lack information 
and know-how about Facebook's privacy policy 
and terms of use (Virpi, Kristiina, Tuunainen., Olli, 
Pitkänen., Marjaana, Hovi. 2009). Privacy concerns 
are not a strong determinant of whether people will 
join the Facebook social network. Privacy-
conscious individuals will also join networks and 
share more personal information depending on the 
information they provide and whether they can 

control outside access to that information. 
Members have misconceptions about the size and 
mix of online communities and the visibility of 
their profiles. Age, education, and Internet 
experience were associated with Facebook 
participation. Non-members are attracted to online 
social networks such as Facebook due to privacy 
concerns (Acquisti & Gross, 2006). Similar levels of 
privacy concerns were reported by 4,444 Facebook 
and MySpace members. Facebook members trust 
Facebook and its members more and are willing to 
share personal information. MySpace members 
report improved experiences using the site to meet 
new people. Trust is not as necessary when forming 
new relationships in online dating as it is when 
meeting face to face. The existence of trust and 
willingness to share information does not translate 
into new relationships on online sites. Online 
relationships can develop on websites where trust 
is strong and privacy protection is weak (Catherine, 
Dwyer., Starr, Roxanne, Hiltz., Katia, Passerini. 
2007). Facebook is integrated into users' daily lives 
with special processes and performances that show 
that it is used and important to users. Users who 
claim to be aware of privacy concerns are still 
uploading more personal data which demonstrates 
the potential impact of information and behavior. 
Users often comment on psychological effects 
similar to the third-party effect, taking further 
privacy risks for themselves. Users who have 
experienced a privacy breach are more likely to 
change their privacy settings than users who have 
only heard of a privacy breach from others; This 
suggests that there is awareness of the individual's 
role in self-management. Safe use of social media 
requires a change in user behavior that leads to a 
combination of interest, usage patterns, and side 
effects. Three (Debatin et al., 2009). 

The research focuses on automated approaches 
to tweet credibility assessment for "trending" 
subjects. To determine whether a tweet is genuine 
or not, the authors analyze aspects gleaned from 
users' posting and re-posting habits, the post's 
content, and references to other sources. It is 
possible to classify tweets automatically with 
precision and recall in the range of 70% to 80% 
based on quantifiable variations in the propagation 
of messages, as demonstrated by the evaluation of 
their approaches using human evaluations. The 
identical news title was judged to be far less 
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trustworthy by users on Twitter than it was on 
blogs or traditional media websites, according to a 
prior experiment that is included in the research 
(Castillo et al., 2011). 

There is a significant difference in the 
disclosure of private and public information on 
Twitter, indicating that private information 
behaves differently than public information. 
Privacy policy has been proposed to reduce the 
disclosure of private information in social networks 
(Hu et al., 2023). 

Public and private information are dispersed 
differently, and social media provides a Twitter 
dataset for study on this topic. Additionally, it 
offers privacy-preserving measures to reduce the 
spread of privacy (Hu et al., 2023b). Fraud, user 
profiling, and precision marketing are the three 
scenarios in which user privacy is vulnerable. The 
statement underscores the need to strike a balance 
between the advancement of information 
technology and safeguarding individual privacy. 
The study makes privacy protection 
recommendations while emphasising the value of 
cooperation between users, platforms, and 
governments (Jin, 2023)User-defined control levels 
over personal information are possible with a new 
kind of privacy policy known as a data handling 
policy. Guidelines for data management specify 
how the receiving party will handle the release of 
personal information. These rules are designed to 
protect user privacy by making sure that personal 
data that is gathered for one reason isn't utilized for 
another without the individual's express, informed 
permission. According to the study, it is crucial for 
users to be in charge of what information about 
them is visible to whom and when ((Ardagna et al., 
2006).  

Using sticky rules and tracking services based 
on identity-based encryption (IBE) and TCPA 
technology, this novel strategy protects users' 
privacy and increases organizational 
accountability.  The paradigm and technology 
solution outlined in the article address the issues of 
increasing user control over privacy and personal 
data as well as holding businesses more 
responsible for their actions. In order to improve 
accountability, keep users informed about 
disclosures, and stop information from being 

disclosed without authorization, the system makes 
use of IBE technology and a TA service 
infrastructure. For proactive security and trust 
assessments, TCPA technology is employed (Mont 
et al., 2004).  
 

Discussion and Conclusion  

The discussion on privacy risks associated with 
social media platforms underscores the growing 
concerns amidst the proliferation of new platforms 
and users. Default privacy settings often leave 
users susceptible to online tracking, intelligence 
gathering, and identity theft. Despite the 
challenges, efforts to enhance privacy are 
underway, with learning platforms like Digital-
PASS and open-source tools like SocialScore 
offering valuable resources to empower users in 
navigating cybersecurity best practices. While this 
study focused on popular social media platforms in 
the United States, there is a call for future research 
to extend its scope to encompass global platforms 
and lesser-known platforms. Insights from the 
study highlight the nuanced generational 
differences in attitudes toward privacy and data 
use, underscoring the need for tailored approaches 
to address privacy concerns. Additionally, the 
findings emphasize the importance of scrutinizing 
the terms of service and understanding the 
implications of data usage by service providers. 
This discourse serves as a crucial step towards 
fostering a more informed and proactive approach 
to safeguarding privacy in the digital age. 

The researchers highlighted the consumers' 
worries regarding identity theft, third-party data 
leaks, and the level of control over their personal 
information. Despite proposed solutions such as 
encryption and authentication, users often neglect 
to fully utilize available privacy settings and 
policies.  Privacy concerns on social networking 
sites (SNS) like Facebook are paramount, as users 
often disclose personal information without a full 
understanding of privacy policies or control over 
their data. Studies indicate that while trust plays a 
role in sharing personal information online, it does 
not always translate into meaningful relationships. 
These findings emphasize the need for improved 
privacy education and control mechanisms to 
ensure the safe and responsible use of social media 
platforms. 
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