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Abstract: People & governments have become dependent on computer networks in the last few decades.
Both the military & people use these networks to do things like shop online and control radars. A country's
computer network system is very important from a military point of view in war. International Humanitarian
Law is hard to follow when computers are used to help the military win a war. Schmidt [201 7] there are at
least two ways to look at whether or not IHL applies to cyber war. These ways of doing things are "permissive"
and "restrictive." After looking at both of these ways of thinking, this article suggests that the most important
thing to consider when applying the IHL to cyber-operation during a war is how it affects civilians.
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Introduction

As long as there have been people, there have
been wars. In every area, people have made
progress, and war is no different. Over time, it has
become more complicated and better. Every part
of the war has changed and gotten better over
time, including how soldiers are trained, how they
fight, the methods and techniques of war, how
advanced weapons are, and how wars are fought.
When new tools and methods are used in war, the
rules and standards that govern it are always

changed [Roscini, 2014].

In the international law of conflicts, there are
two groups. Each side in a conflict has its own set
of rules that cover different parts of a fight. The
first set is called jus ad bellum, and it says whether
or not an armed conflict is legal in and of itself. In
other words, it has to do with the use of force by a
state in an armed conflict and says when it can be
used, when it can't be used, and when it can be
used anyway. The jus in Bello, on the other hand,
is about how wars should be fought. It tells how to
attack, how to tell the difference between civilians
and combatants, and how to tell the difference
between civilian objects and military objectives.
Jus ad bellum is about states, and it only applies to

wars between countries. On the other hand, just in
Bello applies to both international and non-
international wars [Pictet, 1985].

Since the early 1990s, lawyers have been
arguing about how to handle military operations
that use computers. People, businesses, and even
the government all use them. They are used to
keep services and supplies running, manage air
traffic control, railways, banks, industries, dams,
and nuclear facilities and installations, and keep
track of air traffic. Because of this, from a military
point of view, a country's computer network
system becomes very important during a war.

Most wars happen on land, at sea, or in the
air. Because computers and network technologies
are getting better and the military is using them
more and more, a new battleground called
"cyberspace" has come into being. Experts say
that it is "a physical and non-physical environment
in  which computers and electromagnetic
spectrum are used to store, change, and exchange
data over computer networks." This kind of war is
hard to find and can't be seen, but it could have the
same bad effects as a regular war with physical
weapons. This has caused problems for the laws
that govern armed conflicts, whether they are
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based on jus ad bellum or jus in Bello [Bradley,

2020].

This study looks at how hard it is to use IHL for
cyber operations that are done to get a military
advantage during a war. As the Geneva
Conventions of 1949 and the Additional Protocols
to them of 1977 were written when wars were
fought with "kinetic weapons," they do not cover
cyber operations or cyber-attacks. Cyberwarfare,
on the other hand, is different from other kinds of
fighting, which is why people still talk about it.
Cyberwar is not fought on traditional battlefields
or in places like the air, the sea, or the land. It
happens on the Internet. Its "weapons" are very
different from those used in traditional war. When
trying to apply IHL to cyber warfare, words like
"conflict," "armed attack," "use of force," "military
and civilian objects," etc. have different meanings.
So, it's more important than ever to explain the
[HL and how it applies to the subject at hand

Dormann, 2018).
Applicability of IHL to Cyber Attacks

A lot of lawyers know about the different kinds of
hostilities that can be used to give a military side
an advantage in a fight by using a computer
network. But they disagree about whether or not
the law should cover these kinds of operations.
How does the IHL make something illegal in
cyberspace? Does the IHL cover all cyber
operations that happen during a war? Since
International Humanitarian Law (IHL] protects
people and civilian property from "attacks," the
main point of contention would be what THL
means by the word "attack." So, the same question
could be asked in a different way: when does the
law consider cyber-operation to be an "attack'?

International Humanitarian Law is based on
the idea that there are separate things in the
world. People have said that the goal of [HL is to
limit the damage that wars do to people, property,
infrastructure, and other things that people need
to live. When the International Humanitarian Law
(IHL] says that cyber operations are the same as
"armed attacks," the question becomes very
important. People are immediately drawn to the
idea of difference, and the IHL is stricter in general

Droege, 2012].

The AP-Articles I's 48-58 have the most
information about how to protect civilians during a
war. There are many different ideas about how
these rules apply to cyber operations. Article 48 of
the AP-I says that all sides in a war must always
tell the difference between civilians, combatants,
civilian objects, and military objectives. It says
that "only military goals" should be the focus of the
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parties' efforts (Schmitt, 2002]). Article 51 of the
AP-I says, "The civilian population and individual
civilians will be generally protected against
dangers deriving from military operations." This
section protects everyone who fits the definition of
"civilian" in Article 50 of the AP-I from "dangers
deriving from military operations." Legal experts
have a lot to say about the phrase "dangers from
military activities" in general and its last part
"military operations" in particular. "Military
operations" is a pretty broad and general term, but
if it is used in a strict way, it could limit every
operation that involves armed forces doing things
during a war. At its most limited, this phrase could
also mean every "cyber operation, " such as what
military forces do during a war. Also, the phrase
"from where risks come" needs to be thought
about before being used. Danger can mean a
simple worry or threat, but it can also mean a lot

of deaths and damage [Schmitt, 2012].

In the next paragraphs of the same Article 51
of the AP-I, which tells both sides of a war to
protect civilians, the word "attack" is used instead
of "military operations." Because of this
disagreement, there are two ways to look at how
[HL should be used in cyber operations: the liberal
approach and the restrictive approach.

The Permissive Approach

Schmitt, who was one of the first people to support
this strategy, thinks it's okay because it "allows a
wider range of cyber operations against civilians."
He says that IHL is in effect as soon as there is a
military conflict. What does it mean when there is
a conflict? In response to this question, he says,
"An armed conflict happens when one group
hurts, kills, damages, or destroys another." The
phrase also includes actions that were meant to
have such results or were expected to have such
results. As you'll see, this point of view gives
people who like this approach a basic set of rules
for figuring out when IHL would apply to cyber
operations. His arguments are based on Articles
51 and 52 of the AP-], which say that people are
protected and that "attacks" are not allowed during
armed combat. Some people say that article 49 of
the AP-I defines "attacks" in the context of [HL as
"acts of violence against the enemy, whether in
attack or defense." So, the IHL says that only
"military operations" that include "acts of violence"
can be called "attacks" (Schmitt, 2014].

Using this line of thinking to try to apply IHL
to cyber operations, which are usually not "violent"
to begin with, is not a good idea. Schmitt says that
this dilemma is clear when it comes to normal
kinetic operations, but it may not be so clear when
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it comes to cyber operations, which are not
inherently violent, because both Article 48 and the
Commentary talk about the use of viclence
[International Committee of the Red Cross,
2019). Even though the principle of differentiation
is written in terms of "military operations," it is
clear that the standard does not apply to all
military activities. To back up his point of view, he
says that states at war have never thought of
spying, spreading propaganda, or handing out
leaflets as "violent." So, he comes to the conclusion
that the article in question "covers all violent acts."
[HL says that any cyber activity that kills or hurts
civilians or damages or destroys their property is
an "attack" and is therefore against the law. On the
other hand, cyber activities that don't hurt civilians
or their property don't meet the definition of an
"attack" and aren't covered by the relevant parts of

the AP-I [Taddeo, 2018].

The Restrictive Approach

Along with the "permissive" approach, some
scholars have a more restrictive view of how
International Humanitarian Law (IHL) rules apply
to cyber operations. People who support the
limited approach think that the kind of military
action doesn't change whether or not IHL rules
apply. Instead, the people who made the protocols
thought about how to protect civilians. They say it
doesn't matter if a cyber-operation destroys
something or not. Dormann says that it doesn't
matter if a cyber operation destroys the thing it
was meant to get rid of or not. He talks about
Article 52 (2] of the AP-], which says that attacks
can only be made against things that help the
military or whose total or partial destruction or
neutralization would give the military side of the
enemy an advantage. He says that the word
"neutralization" in that article makes it sound like
it doesn't matter how the target object is turned off
for an operation to be considered an attack
[Ducheine & Schmitt, 2018).

Droege doesn't like the permissive approach
for many different reasons. She thinks that the
principle of distinction requires warring parties to
tell the difference between civilians, soldiers, and
civilian objects. This is because the goal of the
principle is to keep people safe. Article 48 of the
AP-], the law in question, says that they can only
use their activities for military goals. So, Article 3
of the IHL says that any operation that is aimed at
or directed at a civilian person or object is illegal.
Schmitt's claim that some military activities, like
propaganda or other psychological operations,
may be aimed at civilians is based on a
misunderstanding of what "military operations"
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are (Schmidt, et al, 2013). In contrast to the
permissive approach, she says that attacks must
be limited to physical means of war because they
are always acts of violence. An attack could also
be a military move that doesn't start out violently
but ends up that way. She gives the example of
weapons that use chemicals and germs. Even
though there is no physical force involved in using
these weapons, the results are horrible, so it is
considered an attack. In other words, a military
operation is an attack because it leads to violence,
not because it uses violence. She also says that
Schmitt missed the fact that "neutralization" was
meant to include attacks that stop the opponent
from using something without destroying it. For
example, cyber interference with an enemy's air
defense computer system that makes it useless
for a while would be considered "neutralization"
and an "attack" under IHL, even if no physical
infrastructure was damaged ([Rosenzweig, 201 8].

Critical Analysis of the Permissive and
Restrictive Approaches

The goal of international humanitarian law is to
find a middle ground between the needs of the
military and the need to protect civilians during
war. So, the whole point of IHL is to protect
civilians and their property. In order to keep this
balance, the IHL has a rule called "distinction" that
both sides of a conflict must always follow. Article
48 of the AP-I sets up the principle of distinction
and says that people who take part in a war must:
"focus solely on military goals." In this article, the
word "operations" is used in a broad sense to
mean everything that fighting parties do to gain a
military advantage. As was already said, people
who believe in the permissive approach say that
the following articles use "attacks" instead of
"operations." This means that only cyberattacks
are covered by [HL. They use what the AP-I says
in Article 49 as an "attack" [0'Connell, 201 7].

Article 48 is based on the idea of "distinction,"
and it protects civillans and civilian property
during a war. This protection is not only wide but
also always there because the combatants are
always expected to tell the difference between
military and civilian goals. The main goal of IHL is
to protect civilians from all kinds of military
actions that are meant to hurt them. When cyber
operations are used in a war, both sides must
always keep in mind the concept of distinction.

In response to the difference between
"operations" in Article 48 and "attacks" in some of
the following articles, this author has pointed out
that the parts of the treaty that use the word
"attacks" forbid the warring parties from doing
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certain things. According to the definition of
"attack," these are violent acts done to gain a
military advantage over the enemy, which is a
military objective. These rules say that the side
that is attacking can't change how well civilians
are protected during an attack. This is because the
[HL doesn't ban armed conflict in and of itself, and
both sides are allowed to get a military advantage
over the other. Still, it does control how wars are
fought, which limits the rights of both sides. In
other words, the word "attacks" has been replaced
with '"operations" to describe the steps that
protect civilians by setting up the differentiation
principle. "Operations" is also a more general and
broad term than "attacks."

On the other hand, the warring sides have
been called an "attack," which limits their right to
fight. "Attack" is a military term for a specific,
targeted act of violence done to gain a military
advantage [Corn & Jensen, 2011].

Think about the idea that killing, hurting,
damaging, or destroying something is always part
of an "act of violence." In response to this idea,
Droege and Dormann said that the word
"neutralization" in article 52 (2] doesn't always
mean that an object is fully or partially damaged
or destroyed. They say that an object has been
"neutralized" if the enemy can't use it to get a
military advantage, either temporarily or
permanently. Even if the thing wasn't broken, this
is still true. Neutralizing a computer system is
what happens when a cyber operation is used to
attack it in a way that slows it down or stops it
from doing something. Schmitt, M. N.& Billingsley,
L. (2014). What makes something an "attack" or
not depends on how it affects civilians and what
happens because of it. Not every time the same
operation hurts or kills a person or damages or
destroys a civilian object is it the same operation.
If we take the permissive approach supporters'
point of view, as Droege put it, "this would lead to
the conclusion that bombing a single house would
be an attack, but cutting the power to thousands
or millions of people would not be."The IHL
protects both civilians and property that belongs
to civilians. Due to the word "object," experts
disagree on whether data saved on a computer or
hard disc can be considered an "object" or not. And
if cyberspace is used to attack computer data,
would this be an "attack on a civilian object" under
Article 52 of the AP I?

The term "object" is not defined in the API, but
supporters of the permissive approach say it
means something that can be seen and touched.
Under international humanitarian law, "data" is
not considered an "object" because it is none of
these things. Some experts don't agree with those
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who say the permissive strategy is best. Article
48 of the AP I says that all military actions can't
hurt civilians or civilian property. They say that if
the first opinion is accepted, the law would be
limited, and civilian datasets and information
could be put in danger, no matter how important
or valuable they are. A position like this would also
go against the law's main idea, which is that
people and civilian property should always be
protected.

As this study points out, Article 51 (2] limits
military goals to "those items which, by their
nature, position, purpose, or use, make an
effective contribution to military action." It also
says that if the complete or partial destruction,
seizure, or neutralization of a military target could
give the military an advantage in a given situation,
it must be done. The words "nature, location,
function, or use" are very important to this article.
Since computer data is different from other things
in its "nature," it can only be "useful and
purposeful"if it is "placed" in the right place, like on
a disc or other storage device. If a resident's data
that is only used for civilian purposes is attacked
during a war in a way that makes it useless, like
by deleting it from its storage location or making it
wrong, and this makes life harder for civilians by,
for example, disrupting their power or air traffic
control, it would be a violation of API's promise to
protect civilians in general. When both of these
ways of thinking are carefully looked at in light of
the principles of differentiation, it seems that what
makes an act an "attack" under IHL is not how
violently it is done, but how violently it affects or is
likely to affect civilians. If and when these things
happen because of a cyber weapon of war, it
would be right for the International Humanitarian
Law to apply the rules that applu.

Conclusion

When people get better at something, they have
to change the rules, whether they are social or
legal. The world is changing, and so should the
laws. Many people want to know how the IHL
works with the new ways, methods, and
techniques of war. In the past few decades, the
field of computer network systems has grown by
leaps and bounds, and more and more civilian and
military installations and infrastructure depend on
them. Using cyber tools during a war to get a
military edge over the other side has caused a
debate about how the rules of war work. Bad
things could happen if they are used against
people or things that belong to the public. Even
though some experts think that the current legal
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system doesn't keep up with changes in cyber
technology and that a new convention is needed
to answer questions that come up during a
cyberattack. Some people might think that these
ideas are closer to the "ideal," but putting them into
action is a long process that could take years or
even decades. As fast as computer technology
changes, so do the problems that come with it.
During wars, cyberattacks could happen to
anyone in the world, which could be dangerous.
This is one reason why a lot of experts and groups
are talking about the issue and trying to figure out
the best way to use the laws that are already in
place. International law is also strong and flexible
enough that, if it is interpreted correctly, it can be
used in new situations. Most experts agree that
international law is strong enough and changes
quickly enough to be used against them. But they
each have their own ideas about how it should
work. People have talked about the problem for
more than a decade and have come up with two
ways to deal with it: the permissive and the
restrictive. The first one gives cyber operations
against civilians during a war more freedom, while
the second one limits them. Experts don't always
agree on when a cyber operation can be
considered an ‘"attack" under International
Humanitarian Law (IHL) and be governed by its
rules. Each side of this debate has come up with a
different way to look at the problem. Each has
good and bad points that help them make their
case. During the current debate, the focus should
stay on the core principles of the IHL, like the
principles of distinction, precaution,
proportionality, etc., and they should be applied
the same way to all kinds of hostilities during an
armed conflict, no matter how they started.

Recommendations

Cyberwarfare is getting better, so it is thought that
it doesn't have enough resources. There isn't
much evidence that the way states deal with the
issue has changed. Still, scholars have different
ideas about how the ideas and rules of IHL should
be used in cyber warfare. It is important to
remember that the goal of IHL is to protect people
who are not taking part in the fighting during a
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war. So, whether or not I[HL applies to
cyberattacks, the goal should be to protect them
from the effects of war, whether or not IHL
applies. Second, the military network should be
kept as far away from the civilian network as
possible. At the moment, both systems use the
same system. The same computer network is
used by both civilian and military organizations,
which makes it hard to tell them apart.

Cyberattacks may meet the criteria for "use
of force" (Article 2 of the UN Charter], "armed
attack" (Article 51 of the UN Charter], and "attack"
(in the sense of AP I} in certain situations,
according to a detailed look at the issue in this
thesis. In order to apply [HL to a cyberattack, it is
recommended that the impact and results of such
an operation be put first. When a hack has effects
in the "outer world," it's a big deal, and if those
effects hurt civilians, it goes against Art. 48 of AP
[. It doesn't matter much if cyberattacks were
done violently or not. What matters is how these
attacks hurt civilians. It is against the law to use
the internet to hurt civilians or civilian property. If
a cyberattack during a war is likely to hurt people
a lot, it should also be banned. During a war, a
cyberattack can only be used to hit a military
target, not civilians, to give one side an advantage
over the other. Also, all of the rules of International
Humanitarian Law (IHL) work the same way
when it comes to a cyber-attack. Civilians should
be protected from cyberattacks the same way
they are from other kinds of war. IHL says that it
is against the law to use cyberspace to hurt
civilians. The concept of proportionality should
also be used for cyberattacks. The party doing the
attack should decide how much of a military
advantage it wants and how likely it is that these
attacks will cause other damage. At this point, it
seems hard to answer every question about
whether or not IHL applies to cyber warfare. But if
we recognize that time-tested principles of IHL are
flexible, if we hope that state practices regarding
the use of cyber means and methods of warfare
will change over time, and if we have a deliberate,
healthy, and objective debate about the legal and
technical issues involved, we can hope that we will
feel more comfortable applying laws to cyber
warfare in the future.
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Appendix-A

There are a number of international treaties and
agreements that have to do with the role of
international humanitarian law in cybercrimes.
Here are some examples:

Convention on Cybercrime also called the
Budapest Convention, is the first international
treaty to deal with cybercrime. It was passed by
the Council of Europe in 2001, and many
countries from all over the world have signed and
ratified it.

Additional Protocol II to the Geneva
Conventions: This protocol gives victims of non-
international armed conflicts even more
protection. It has rules about how civilians and
soldiers should be treated, as well as rules about
the use of force and the way wars should be run.

United Nations Charter: The UN Charter is
the main treaty that makes up the United Nations.
It lays out the rules of international law that
govern how states should act. It has rules about
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the use of force and the fact that aggression is
wrong.

The Geneva Conventions are a set of treaties
that set the rules for how armed conflicts should
be handled in terms of international humanitarian
law. They protect civilians, people who are
prisoners of war, and hurt or sick soldiers.

Convention on Certain Conventional
Weapons: This treaty bans or limits the use of
some weapons that are thought to hurt too many
people or hurt everyone the same wau. It has rules
about landmines, weapons that can start fires,
and laser weapons that can blind people.

Rome Statute of the International Criminal
Court: This treaty sets up the International
Criminal Court, which has the power to judge the
most serious crimes of international concern, like
war crimes and crimes against humanity. It has
rules about the use of force, how civilians should
be treated, and how fighting should be done during
armed conflicts.
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